Digital

TRAVELLERS

TOOL - BITWARDEN

SAFETY > 4.1 PROTECTING DEVICES

TARGET GROUP AGE GROUP PROI;S’IEEFCY FORMAT COPYRIGHT LANGUAGE

Facilitators Level 1 Preparatory guide Creative Commons English, French
(BY-SA)

This document contains background information for facilitators before they run the workshop
with participants. It helps understand how to use Bitwarden to manage different passwords.
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WORKSHOP DIRECTIONS

o Introduction

Bitwarden is a free and open source password manager. This may raise some questions:
Who finances its development and infrastructure?

Everyone can contribute to the platform’s development on a voluntary basis. The main developers can
take advantage of the notoriety of the platform in order to prove their competences in the labour market.

The revenue required is raised following the ‘Freemium’ model. The basic features are free, but a more
advanced version requires a monthly subscription.

Will be passwords be stored safely?

All information is encrypted in a way that no one can access it. Only you will have the key for decryption.
This means that if you forget your primary password you will lose all your data and that you should
choose a strong password.

o Creating an Account

So that they are available across different devices (computers, tablets and phones for example),
passwords must be stored in one place accessible from anywhere.

This requires the creation of an account on Bitwarden, unless you decide to set up your own service!

Head to the homepage and click ‘Create Account’.
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0 Open Source Password Manag: X [BL))

> C @ @O nips//bitwarden.com

@Kk —[0x+ INO @S

U Business Download Help/FAQs  Contact Create Account  LogIn#)

Solve your password
management problems

The easiest and safest way for individuals,
teams, and busin rganizations to store,
share, and sync sensitive data.

& Install Now - It's FREE

emec@Pocn¢aB

YOUR ONLINE SAFETY IS AT RISK

Password theft is a serious problem. The websites and apps that you use are under attack every day. Security
breaches occur and your passwords are stolen. When you reuse the same passwords everywhere hackers can
easily access your email, bank, and other important accounts.

The information required on the account creation screen are the following:

® email address
® name (or username)
* master password - the minimum number of characters is 12 but feel free to go up to 18 or more

For security reasons you need to do the following:

® enter your password a second time to prevent typos
® enter a password hint in case you forget
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Email Address

digitaltravellers@protonmail.com

You'll use your email address to log in.
Your Name

digitaltraveller
What should we call you?
Master Password

SesssseRIRBRISIRIRIRIRIOIRRRDS @

The master password is the password you use to access
your vault. It is very important that you do not forget your
master password. There is no way to recover the password
in the event that you forget it.

Re-type Master Password

sSessessssnssenessenenS @

Master Password Hint (optional)

Scarlet win chime 4

A master password hint can help you remember your
password if you forget it.

By clicking the "Submit" button, you agree to the following
policies: Terms of Service, Privacy Policy

Click on ‘Submit’.

A good way to create a strong password is to use a series of unrelated words separated by a special
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character, for example: victory-BELL-space-RED.
You will receive two mails to the supplied email address.

The first is a welcoming message giving some instructions including on local apps to install on your
devices (computer, phone...).

B welcome - Courrier entrant X

[ Relever v /" Ecrire v CJcChat R Adresses Supprimer | Q Rechercher <Ctrl+Kk> =
De Bitwarden <hello@bitwarden.com> 1¥ 7] Répondre  ~* Transférer (& Archiver 0 Indésirable E Supprimer  Autres v
Sujet Welcome 16:46

Pour Club sympaTIC

A

U bitwarden

Thank you for creating an account with Bitwarden. You may now log in with
your new account.

Did you know that Bitwarden is free to sync with all of your devices? Download
Bitwarden today on:

Desktop
Access Bitwarden on Windows, macOS, and Linux desktops with our native
desktop application.

[
'
L]

Web Browser

Integrate Bitwarden directly into your favorite browser. Use our browser
extensions for a seamless browsing experience.

ceoco

< >
= (9 Panneau « Aujourd'hui » A -

v

In the second message you need to click on the link to complete the account creation process by
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confirming that your email address is valid.

CARelever v/ Ecire v O Chat

Q Rechercher <Ctrl+K> =

a Adresses Supprimer

De Bitwarden <hellot jen.com> Ty
Sujet Verify Your Email

Pour Club sympaTIC ¥

9 Re - & Archiver @) Indésirable | [ Supprimer ~ Autres v

16:50

A

U bitwarden

Verify this email address for your Bitwarden account by clicking the link below.

Verify Email Address Now

If you did not request to verify a Bitwarden account, you can safely ignore this

=

email.

¥ e O

v
>

(£3) Panneau « Aujourd'hui » A

After opening the mail, click “Verify Email Address Now".

First connection

Digital-Travellers
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You can now access your account online on Bitwarden.

U bitwarden

Log in or create a new account to access
your secure vault.

Email Address

digitaltravellers@protonmail.com

Master Password

eesssssssRRRRRRERIRRRORS ?v @

Get master password hint

Remember email

%) Log In (¢’ Create Account

© 2020, Bitwarden Inc.
Version 2.15.1

Make sure you remember well the email address you used for this account, as well as the password. If
you forget the details. you will lose all your data. If you write the password down, which we would not
recommend, keep the note somewhere far from the computer.

At vault.bitwarden.com you can see the contents of your online vault, such as it is in Bitwarden’s
servers. For now it is empty.
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U MyVault Tools Settings

FILTERS » My Vault Shd [BEAcditen) £3 VERIFY EMAIL

There are no items to list.

Verify your account's email

+ Add Item address to unlock access to
& All Items all features.
* Favorites
@ Trash Send Email
TYPES
Q@ Login
= c;d ORGANIZATIONS @
E2 Identity
[J Secure Note You do not belong to any

organizations. Organizations

e * allow you to securely share
~ No Folder items with other users.

+ New Organization

When you have confirmed your email address, the yellow ‘Verify Email’ is replaced by the green panel
Go Premium’. As you will be only using Bitwarden for yourself, the basic version is enough.

O MyVault Tools Settings o -

FILTERS ) My Vault 0|} ST IE=D * GO PREMIUM

There are no items to list.
l | Upgrade your account to a

+ Add Item premium membership and
i All Items unlock some great additional
* Favorites features.
@ Trash

Go Premium

TYPES
@ Login
B Card
[ Identity ORGANIZATIONS ®

[J Secure Note

You do not belong to any

organizations. Organizations

~ No Folder allow you to securely share
items with other users.

FOLDERS +

+ New Organization

You can save your passwords in several ways:

® using the online interface as shown above, accessible from your browser (Chrome, Firefox...);

® using a locally installed app - this is not obligatory but is useful to access passwords when your
computer is not connected to the internet. Your local and online vaults are synchronised at all
opportunities;

* Automatically, using your favourite browser, by installing a browser extension.

The second two methods require the installation of specific external apps.

e Installing the Local Bitwarden App
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Your vault can store not only passwords but also confidential notes and files, bank account numbers, etc.
On Bitwarden’s homepage, click ‘Download; then ‘Desktop’, then choose your operating system
(Windows, MacOS or Linux). The following images pertain to MacOS and Chrome but it works almost
identically on other systems and browsers.

0 Open Source Password Manac: X

& > C & O®O@ hupssbitwarden.com/#download e @ Y| —|w00x|4+ N @ O S =
S HEl windows e
Access Bitwarden on Windows, macQS, and

" : " . Support for Windows 7, 8, and 10
Linux desktops with our native desktop
application.
P Ldmg
mac0S
Support for OS X Mavericks and later
.AppImage
Linux
Support for most distributions
= more desktop installation options
WEB BROWSER
5 : S G Google Chrome o Safari
Integrate Bitwarden directly into your
favorite browser. Use our browser
extensions for a seamless browsing I ‘ Mozilla Firefox | Vivaldi
experience.
I O Opera | @ Brave
| e Microsoft Edge | 6 Tor Browser

Once the download is complete, click the icon and and then the file.
g ¢ (B Bul W)
Bitwarden Open Sourc... | Bitwarden Web Vault

Downloads

Bitwarden-1.19.0.dmg
76.4 MB

Drag the app to place it in the applications folder. Note: if you are using a Windows device, you will need
to install the program following the prompts.
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X mtwarden 1980

g - =

Bitmarchis: Anplications

Next, go to your applications folder, choose Bitwarden, and authorise it.

“Bitwarden" is an app downloaded from the
ﬁ Internet. Are you sure you want to open it?

github-
production-release-
asset-2eB5be. 53 amazonaws. com

Cancel Open

The local app’s connection works exactly the same as on the website - you use the same email address
and password.

U bitwarden

Log in or create a new account to
access your secure vault.

Email address

digitaltravellers@protonmail.com

Master password

) Log in (# Create account

Get master password hint

Digital-Travellers
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Click on the ‘+ button to add a password to the local app.

ADD ITEM
2 All items Type
* Favourites Login

® Bin
TYPES ‘
@ Login
B3 Card
@3 Identity

Password

O Secure note e

Q

FOLDERS There are no items to list. Authenticator key (TOTP)

~ No folder Add item

URI1

e o
© New URI
Folder

+ Cancel

When you save information on the app, that information is copied automatically to Bitwarden’s servers.

.. L FTTerer -
o _ I .“"“I
e am oy

* Fremaien

L1 2] ams

; — r
ey rare

o LR
I ey

B s 3 i 555

" A i

e Installing the Bitwarden browser extension

More useful perhaps than local apps are browser extensions. We will use Chrome here, but the process is
very similar with other browsers. On Bitwarden’s homepage, click on the button that corresponds to your
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browser.
€)> C 0| ®O@ hitps/pitwardencom/idowniosd @ | —lwx+ N O D@ =
WEB BROWSER i
. . . Google Chrome Safari
Integrate Bitwarden directly into your | G. 3 I °
favorite browser. Use our browser
extensions for a seamless browsing | ‘ Mozilla Firefox I Vivaldi
experience.
| O Opera | @ Brave
| e Microsoft Edge | @ Tor Browser
MOBILE SETITON
»
Take Bitwarden on the go with our mobile s S
apps for your phone or tablet device. Home > Extensions > Bitwarden - Free Password Manager

m Bitwarden - Free Password Manager

Offered by: https://bitwarden.com
% Jr ok 1,702 | Productivity | & 400,000+ users

£ Available for Android Get it.

Click ‘Add to Chrome'.

Now click ‘Add extension’ in the new menu that appears.
X

m Add "Bitwarden - Free Password Manager"?
It can:
Read and change all your data on the websites that you visit

Read and modify data that you copy and paste

Cancel Add extension

A new icon will now appear in the upper right area of your browser .

€ > C O @& biwardencomi#downioad * 0% & .lz@a =

— more desktop installation options f

'WEB BROWSER
le Chrome: Saf;
Integrate Bitwarden directly into your e Googl e ' ikl
favorite browser. Use our browser
extensions for a seamless browsing | @ Morilla Firefox I Vivaldi
experience.
| O opers | @ srave

| @ WMicrosoft Edge | @ Tor Browser
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How the extension works

Adding new passwords

As an example, create an account on wikipedia.org. Click on ‘Create Account’ on the top right of the
screen.

Click on the Bitwarden icon on the top right of the screen. A window will appear. Log in with your
Bitwarden details. Click the ‘+* button on the top right of the window to add a password.

& en.wikipedia. i ? in+Pagy - % < 0 = B 8 o0
Y af +
. Create account :
2 LOGINS of

Your username will be public.
There are no logins available to auto-fill for the

0
current browser tab.

Please consider using an anonymous username, and not your real name, unless you are comfortab
identify you.

Once an account has been created, it is essentially impossible to hide the original usernan Add a login €

Usemame (helo e choses} Wikipedia is made by people lik

Digitaltravellers . oo

|

Password 964,550504'

— s
Confirm password

6,127,610

Email address (optional) articles

Enter your email address
To protect the wiki against automated account 13 0! 539

creation, we kindly ask you to enter the words
that appear below in the box (more info):

CAPTCHA Security check

recent contributors

Tab My vault Generator Settings.

swanktout

CRefrash
Enter the text you see on the image

Cant se the image? Requast an account

Create your account

The name is that of the site, here ‘Wikipedia‘. The username is the email address linked to your
Bitwarden account. The website - wikipedia.org - will be recorded on the line ‘URI* - do not change it.

Version of 11 June 2021
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Add item

Create account

| ITEM INFORMATION

Your username will be public.
Please consider using an anonymous username, and not your real name, unless you are comfortab
identify you.
Once an account has been created, it is essentially impossible to hide the original usernan

Type
Login v

enwikipedia.org

Username (help me chooss) Wikipedia is made by le lik ook .
‘ Digitaltravellers e P com
| Password
Passuord 964,550,04: o ez
edits Authenticator key (TOTP)

e

u URI1
Email address (optional) articles e . E

Ermie your ermai] akdreas https:/éen wikipedia.org/w/index. php?
N RI

To protect the wiki against automated account 130,539 © nNewu
creation, we kindly ask you to enter the words
that appear below in the box (more nfo): recent contributors | gojger
GAPTCHA Security check No folder v

swantot .

CRefresh
Enter the text you see on the image

Can't see the image? Request an account

Create your account
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Login rden will generate a password for you.
Name

en.wikipedia.org

Username

digitaltravellers@protonmail.com

Password
RO,

Authenticator key (TOTP)

URI 1 RS

(=} , s : E B
https://en.wikipedia.org/w/index.php?

© New URI

Folder

No folder v

Favnuiirite M
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Cancel Password generator Select

uCVerkJIm5GF3t7

Regenerate password

Copy password

Password history

OPTIONS

| Password v

Length 14 e

A-Z
a-z
0-9 v
|@#$%"&* B
Minimum numbers 1
Minimum snecial 1

You can vary a password’s complexity by changing the number of characters (18 is a reasonable value)
and the types of characters used (the use of at least three character types is recommended: numbers,
upper- and lower-case letters). Be careful when using special characters (1@#%$% ™ &* for example) -
some sites don’t support their use and will not always warn you of this before you submit your password.
If a site rejects your password due to the unsupported use of special characters, regenerate a password
with new criteria. Once all information is filled, click ‘Save‘. Now click Bitwarden button and then the line

Digital-Travellers Version of 11 June 2021




Digital

TRAVELLERS

‘Wikipedia‘. The account creation fields will be automatically filled in.

& enwikipedia. i g * S 0% &E x({He
B a +
. Create account
B LOGINS 1
Your username will be public. 4 enwikipedia.org Dasa
Please consider using an anonymous username, and not your real name, unless you are comforta  Digtaltavelers etto
identify you.
Once an account has been created, It is essentially impossible to hide the original usernan ons.
Usename (help me choose) Wikipedia is made by people lik
digitaltravellers
I
Your usemanme will be adjusted to 6. 0,04
“Digitaltravellers" due to technical 904,550,04
restrictions. edits
fossiars | 6,127,610
articles
Confirm password
o TR 130,539
Email address (optional) recent contributors
Enter your email address |
a [+ oL
To protect the wiki against automated account Tab Myvault  Generator Settings

creation, we kindly ask you to enter the words
that appear below in the box (more info):

CAPTCHA Security check

Here is an example of how the extension works when you already have log in information saved. This is
to give you an idea of hofluent the process is. We have taken the book retail site betterworldbooks as an
example.

e
BetterWorld ‘Search by Tite, Author, or ISEN

Login

Password

Forgot Password

Greate Account

Iyou're a library, bookstore or book diive
pastne, please log in 10 the

We now click on the Bitwarden extension icon. The Bitwarden window will appear. As we are not logged
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in here, we will do so now.
g 20 2 Kk B E [E

-

U bitwarden

LOg In oF credte a New aCCount 1o S0Cess
your secure vault.

Log in

Creabe aooount

Once you logged in, Bitwarden recognises we are on betterworldbooks, a website with which we area

already registered.

N  Q kearchvault
3BN LOGINS 1 -
e e www.betterworldbooks.com e
e digitaltravellers@protonmail.com ‘ %
Login
Your Email
Password

Forgot Password

Create Account

If you're a library, bookstore or book drive
partner, please log in to the Client Portal.

[ a = o

Tab My vault Generator Settings

When we click on the betterworldbooks line, the website log in fields are automatically filled in.
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Login
digitaliravelers@protonmad, com

SAEEEIIREERAS

Forgot Password

Create Account

K you're a library, bookstore or book drive
partnar, plaasa kog in to the Cliant Portal.

And we’'re logged in!

W Offers ¥ Rewards Fres Shipping Halla, John!

= ==

ShipTa *

sensions. Click for detalls...

'EE SHIPPING

o Conclusion

You only need to remember one password to access all your usual sites.

However, it is imperative that you do not forget this password. It should be both complex and easy to
remember. Do not write it on a post-it and leave it next to your computer!
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