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This document contains background information for facilitators before they run the workshop
with participants. It gives an understanding of how to use the free encrypted email
messaging service known as Protonmail.
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WORKSHOP DIRECTIONS

o Introduction

For years, our email providers have been reading our messages in order to monetise our data! There is
an alternative - ProtonMail - that offers an encrypted service, meaning that your emails cannot be
accessed by anyone except you and those you send them to. The popularity of Protonmail has exploded
in recent years. This workshop will introduce you to the service.

e Getting started

&ProtonMail app on your phone. Once you arrive, you will see a message

Secure Email Based
in Switzerland

Rt BT el sl el et -~

Secure Your Communications with ProtonMail

GET YOUR ENCRYPTED EMAIL ACCOUNT PN

Choose the free account. You can switch to a paid account later if you wish (featuring more storage,
domain selection and more). You will now get to the crucial step: the creation of your password. Don’t
hesitate to have a look at the activity ‘Passwords’ in order to create a strong password - this is even a
prerequisite of this workshop!
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S ProtonMail
& CREATE YOUR ACCOUNT

Take back your privacy! Creating your secure email
account takes less than 2 minutes.

1 Username and domain
This will be your new ProtonMail email address.

00Se username @ | protonmail.com v

2 Password
L2
)

If you lose your password, you will not be able to
read your emails.

3 Recovery email (optional)

This is used to recover your account if you get locked out or forget
your password.

By clicking Create Account, you agree to abide by
ProtonMail's Terms and Conditions.

CREATE ACCOUNT

Already have an account?

IMPORTANT: ProtonMail cannot remind you of your password or give you a new one unless you fill in step
3! If you cannot access your account, it is as good as lost:
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Warning

Waming: You did not sat a racovery emal so account
recovery ta impossible if you forget your password.
Procesd withaut recovery emall?

Walcome 1o Frotoniall
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sy ress Agltalrrvaiac!

This interface is quite simple if bland. However what's important about Protonmail is the fact that our

information is encrypted and therefore fully private.
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From  diglakravele | @prolonmsil com

Sk with ProgoniMal Becing Emsil

B,

2| a sedminsn | 8 =

Clicking on ‘Compose’ in the top left of the interface will bring you to the panel above. The only things
out of the ordinary are two icons on the bottom left: an hourglass and a padlock. We will now send a
mail to a friend who is not using ProtonMail. Click on the padlock and type a password.

How message

Encrypl for non-ProlonMail users o

Message Password e

Confirm Passeord =

Paseword Hinl (Oplcnal | Tha hasd of.,.|

Ercrypied messages 1o nor-®rotonial recipients will expine in 28 days unless a
shorber exprafion ime is sel

Next, click on the hourglass and choose an expiration time after which your mail will be destroyed.

Digital-Travellers Version of 11 June 2021




Digital
TRAVELLERS

Expiration time o

This mezsags will sxpine in

E]w»-m. 0~ | Duwye 0 ~ | Houm

1 you are sending this message 10 @ non Profondail user, please be sure o set a
password for your message.

CANCEL n
Here is what your friend will see once they see your mail:
encrypted mail Inbox x &
digitaltraveler1 <digitaltraveler1@protonmail.com= 11:09 AM (4 minutes ago) YT

tome +

£ ProtonMail

Secure email based in Switzerland

You have received a secure message from

digitaltraveleri@protonmail.com

I'm using ProtonMail to send and receive secure emails. Click the link below to
decrypt and view my message.

Q View Secure Message

© What is this?

Password Hint:
None

Your recipient does not receive a ‘mail’ in the traditional sense but a message indicating they have
received a secure mail. To read it, they will have to click ‘View Secure Message’. This link will open a
secure link to ProtonMail. This means that nothing leaves the service, which is perfect from the point in
terms of security and privacy. The following will appear once your recipient arrives on protonmail:
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£ ProtonMail

DECRYPT MESSAGE

Message password L
DECRYPT
NEED HELP?

Once the password is entered, your recipient will be able to decrypt and read the mail. They will be able
to reply with a decrypted mail with the option ‘Reply Securely’. They can even add an attachment.

encrypted mail # REPLY SECURELY

From igi il.com> ©
To squire.moo com <squire.moore@gmail com>

ill expire in 6 Days 23 Hours 44 Minutes 53 Seconds

Hi

Sent with ProtonMall Secure Email.

You will be able to see your contact’s response directly in your ProtonMail interface:

v|®| e @ & Q|| M| % || Mer Bl = < >
(2) encrypted mal 26 A3 "
J e (2) encrypted mail w
Welcome to the future of emall @ 10:50 AM
> 8 Sert11:09 AM (18 minutes ago)
Protondai
How to secure your ProtonMail account @ 1050 AM | | From: om> v @ 11:26 AM (afow s600n0s ago) &
Protondai
To: digitaltravelert
Encrypt your Internet with ProtonVPN @ 10:50 AM

PR Show details T B | (B N &~

Hello

If your contact clicks on the mail after the expiration time has elapsed, they will see this message:
age not d or type unknown

e Conclusion
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We have now created an email account with a service provider who does not monetise user data.
Remember however that if you forget your password, you will lose access to your inbox
permanently!

We have just seen that when we communicate with someone who is not on ProtonMail, the service will
send them a mail which will redirect them to ProtonMail via an encrypted link. This means that you and
your contact can send mails back and forth safely and privately! And if your recipient is also on
ProtonMail, the situation is even easier as your mails will be encrypted by default and presented
transparently for you. All you have to do now is convince your friends to sign up!
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