Worksheet - Activity 1

Phishing examples

Subject:
From:

Body:

= Email

&> C https://mail.internaut.com/mail/u/0/#inbox

Important information about yourmembership

Owl Cinemas<memberships@owlcinemas-example.com>

Dear John,

Abig “Thank You” from Owl Cinemas for your Unlimited
membership so far withus.

We are writing to remind you that your initial 12-month
membership with us is almost complete. We hope that
you have had an amazing year of film at Owl Cinemas.
And because you'’ve been such a loyal member, we’ll
shortly be upgrading you to our premium membership
at no additional cost!

Please check and update your details online now
to ensure you benefit from all of the perks of our
premium membership.

The Owl Cinemas Team

A Internaut Docs

<> C www.dOcs.intern4ut.com

E Internaut mail

| Email |

| Password |

Sign in to view file

Lddhd O Donuts & more

& > C @ https://www.donutsandmoreshop.com

DONUTS & MCGRE SHCP News Donuts

1. Is this real or fake?

2. Is this real or fake?

3. Is this real or fake?


mailto:memberships@owlcinemas-example.com
http://www.donutsandmoreshop.com/
http://www.d0cs.intern4ut.com/

& > C 7 ntips://internaut.mail.com/mail/u/0/#nbox
Subject: Great Opportunity my friend
From: Robin<robin@robin-hood-example.com>
Body: Dear Friend.

My name is Robin and | am a teacher from the town of
Nottingham. | am teaching a massive group of students
and | believe that | make a lot of a difference in the lives of
these children. Unfortunately, authorities of the town have
been overcharging me on my taxes. As you know, teachers
are never meant to be paying this much tax because we
are not being paid well. | am due to inherit a huge amount
of money (over 5 million euros) and | don’t want the
authorities to getit.

You have always been a good friend to me so | want to
keep the money in your bank account until after tax period.
As areward, | am willing to leave you 1 million euros. This
is such a good deal and only for you my friend. Please
send me your complete bank details so | can put this
money in your account.

Your good friend for ever,

Robin Loxley

& Internaut Accounts

< > C 7 nttp://www.internautaccounts.com-genuine-login.com/

Internaut Accounts

Hey, is that really you?

It looks like you're signing into your account from a new location.
Just so we know this is you— and not someone trying to hijack
your account—please complete this quick verification. Learn more
about this additional securitymeasure.

Choose verification method

@ Confirm my phone number:

| Enter full phone number

Internaut mail will check if this is the same phone number

we have on file — we don’t send you any messages.

(O Confirm my recovery email address:

| Enter full email address |

Internaut mail will check if this is the same email address

we have on file — we won’t send you any messages.

4. Is this real orfake?

5. Is this real or fake?


http://www.internautaccounts.com-genuine-login.com/
mailto:robin@robin-hood-example.com
mailto:robin@robin-hood-example.com

